dunaun1sAnie wazldeu NHSO Secure SmartCard Agent.

Version 1.0.x #§1m$u Production Zone (U330u v.1.0.5)

Version 0.0.x §%35U Test Zone (U3t v.0.0.9)

ANUABINTT

- syuudfuRns Windows (64-bit ) 7 Fuly

Tassasnalaa

189910 download software fnfslusinsuiag extract files lUgs Folder fidpens wu

P
v &

C:\NHSOSecureSmartCardAgent anelu Folder agillassadnslwdsail

Name Date modified Type Size

jre 12/17/2021 11:18 AM File folder

lib 12/17/2021 11:18 AM File folder

logs 12/17/2021 11:18 AM File folder
(=] install 12/17/2021 1(:59 AM Windows Batch File 3 KB
) NH505ecureSmartCardAgent 12/17/2021 11:00 AM Application 597 KB
|§| NHSOSecureSmartCardAgent.exe 12/17/2021 10:59 AM Configuration Sou... 1KB
2 NHS0SecureSmartCardAgent 12/17/2021 10:59 AM XML Document 2KB
[%] restart 12/17/2021 10:59 AM Windows Batch File 3KB
u secureagent.jar 12/17/2021 11:00 AM JAR File 41,236 KB
=] uninstall 12/17/2021 10:55 AM Windows Batch File 2 KB
B userconfig 12/17/2021 10:59 AM Properties Source ... 1KB

Tngagilldfaninsa executable e

- installbat lWddmSufana agent
- restartbat IWddwmsuSaniin agent

- uninstall.bat

IWddmSuaeunisind agent

*Ho9n5avia Administrator Wiie execute Wd (Run as Administrator)

& config

- userconfig.properties ll&dmiusiarn TOKEN dwiuinias KIOSK wielilunts Authentication ffuu3n1svesauas. (szuu New Authen)



YURBUNITANRY
flaun1sAnA version Tuai 19115 uninstall agent W@weannau wazau folder 1Ay nausinn1s extract files fAaludasun
**duiuniaeusnisiidesnsnsan proxy Theusieazideaiinde “n1sneAn proxy” fauiEuinng agent.

1. iy TOKEN deu install
na1nmheusnslesu TOKEN anadass. waalivinn1s copy TOKEN wuluanslulyd userconfig.properties Tagld text editor 1Ualwatusuay
vnsunly property nhso.service token=<<YOUR_TOKEN>> Tnt) <<YOUR_TOKEN>> o TOKEN 9830t8U3n13 11y

Y

44' v vo &
XOXXIIXXHHXXXHHKHKK-XXXKXKXXXXXXXX BB COpyY 11_1 31 QDL'J K §‘»‘1ﬂ AU

o
|
| ] userconfig - Notepad

File Edit Format View Help

jhhso.service.token=
|

set property

] userconfig - Notepad

File Edit Fogmat View Help
nhso.service .token=xxxxxxxxx—xxxx—xxxx—xxxx—xxxxxxxxxﬂ

nasRINturng save viulwalRn (nsdnlidl TOKEN agldansnsaiSonldeu api Mieuseru alay. 1)

2. §nnd Agent
ARNTIlWE install.bat wdsa ntuazil Command line interface Usingiu seaufinasdsauas oliidefinnaiainiu avanunsansavaeulaain

Windows Services Wagnu service name = NHSOSecureSmartCardAgent laRnRIunam



B Select CAWINDOWS\System32\cmd.exe

machin
e with id

services
File Action View Help
‘a b 3 H > @1
Services (Local) Services (Local)
NHSOSecureSmartCardAgent Name Description Status Startup Type Log On As
£ Network Connection Broker  Brokers con. Running  Manual (Trigg.. Local System
he service &) Network Connections Manages ob.. Manual Local System
t the service
& Network Connectivity Assist..  Provides Dir.. Manual (Trigg.. Local System
& Network List Service Identifies th.. Running  Manual Local Service
?’3“”?“;3 £l Network Location Awareness  Collects and ..  Running  Automatic Network Se..
mart Card Agent ifousotoyanuo "
i New Authen riu NHSO Services. : Network Setup Service The Network... Manual (Trigg.. Local System
&) Network Store Interface Serv.. This service.. Running  Automatic Local Service

NHS{JSecureSmartCardAgent Smart Card . Running  Automatic Local System

S Offline Files
& OneSyncSve_2f969

& Optimize drives

s Parental Controls

¢: Peer Name Resolution Proto.

«; Peer Networking Grouping

< Peer Networking Identity M...

s Performance Counter DLL H..

; Performance Logs & Alerts

4 Phane Service

PimindexMaintenanceSve_2f.
Plug and Pla

:OpenSSH Authentication Ag..

Payments and NFC/SE Mana..

The Offline ..

This service ..

Agent to hol..
Helps the co..

Enforces par.

Manages pa..
Enables serv...
Enables mul..
Provides ide...
Enables rem..

Performance..

Manages th.
Indexes cont

Enables a co...

Running

Running

Running
Running

Manual (Trigg

Automatic (De..

Disabled
Manual
Manual
Manual (Trigg...
Manual
Manual
Manual
Manual
Manual
Manual (Trigg
Manual
Manual

Local System
Local System
Local System
Local System
Local System
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local Service
Local System
Local System

Extended / Standard /

Fvaaouvhlslasnsida browsers udaudnluf httpy//localhost:8189 asUsnguiinge response fagu


http://localhost:8189

@ localhost:8189/#/ [}

&

g NHSO Secure SmartCard Agent

Service fdorhoiu..

<[> BuildInfo
® name: nhso-secureagent
® version: 0.02-SNAPSHOT
® time: 2021-12-17T10:59:47

&) NHSO Service URL
. -

= aUIsn0sIRasuUMsdvdayadon URL 4

U
lonaismsiuouco APl

=

Adaushulins Smart Card £ Siwsy

. d e
--luwwiAsavaudas--

avauduang © 2564 FnmuHaAUsAUGUMWILHLEEA

3. pauNIIAngl Agent

L oA Y & = L & a2 $oo g YW Ay a a & R
AANTLWE uninstall.bat #a¥1nTUazil Command line interface UsngTu seaunisaeunishinasdnss dldiidefinnaininiu service id =

secureagent 9gu8lUa1n Windows Service

4. Fapin Agent
NIENABINITIANN Agent 130 165U TOKEN Tnmsiuda@esnns update config AanTIlug restart.bat ndantuazil Command line interface
UsngTu sevuzamivdnsa mldiideRananniintu agent a3vin1s reload config property (Ild userconfig.properties uaz

NHSOSecureSmartCardAgent.xml) Tusiiag start service Juan



ASA9A proxy

dusuniasuinisfidesnsnsan proxy awnsavilalaeuily config file 4 NHSOSecureSmartCardAgent.xml Walvdlvuunaaelusinsy text

editor TaAlé

- v P > This PC * Local Disk (C:) * NHSOSecureSmartCardAgent * secureagent-0.0.2-windows * secureagent-0.0.2
Name Date modified Type Size
jre 12/17/2021 2:36 PM File folder
lib 12/17/2021 2:36 PM File folder
logs 12/17/2021 2:37 PM File folder
(=1 install 12) 021 2:28 PM Windows Batch File 3 KB
[ NH50SecureSmartCardAgent 12/17/2021 2:29 PM Application 597 KB
@ NHSOSecureSmartCardAgent.exe 12/17/2021 2:28 PM Configuration ¢ 1KB
| NHSOSecureSmartCardAgent 12/17/2021 2:28 PM XML Source File 2 KB
[Z] restart 12/17/2021 2:28 PM Windows Batch File 3 KB
_| secureagent,jar 12/17 JAR File 41,236 KB
(=1 uninstall 1217/ PM Windows Batch File 2KB
userconfig 1271772021 2:.28 PM Properties Source , 1KB

%@%aﬁluiWé%ﬁ configuration fail




N5 uncomment UsiRTl 15-18 donuasinuae proxy-server kag port Wupiignfes

n3847 Proxy Server require Authentication

o o o I, . . 4 A v
N3 uncomment USYIAY 21-24 DONLALLANLAZAMMUAAT proxyHost wag proxyPort LUUAYIgNADY

ndINAIASeUSos d@nsasuiunisinninu step redunely

*aquuzitdmsunisuily NHSOSecureSmartCardAgent.xml
Yaymannisudluluelignéas oavilii agent Talamnse start Tuld wield config properties #ilignsias 1Wu n15 uncomment Aligndoeinl

1An unwell formed (XML) den1siiin config Wrldiaslnenagnns.



msuAtgynnlasdiu
1. nafifpses KIOSK lulldfndsszuudfiRnis vise Software muarudesnisvesssuvataviniiadeiianainfinalifiald wu fads szuu
U{URN1S Windows (32-bit ) 38 Window XP ., finsia JRE 71l version 11nn31 1.8 i JRE 11 1Jusiu

2. mnasvaeuudmlilaiiadymaindieiu Tndsloya Logger vaslusunsuiiaglu folder \logs Liieddlviiiuaunsavasu.

3. execute file Tnglafl¥Ena Administrator

have |/ or permis

s Adminis

unlelae click vafilwdudaiden Run as Administrator

a. 1§ config Authentication TOKEN
< C @ localhost:8189/api/smartcard/read B ® % &

Signin

httpy//localhost:8189

Usemame ‘

Password

uilalae s TOKEN 7 config file Wa2iMn1s restart service 8nA33 (Run as Administrator)
5. ladasnse uninstall agent 14

wilulng as39aeudnll program Talaldeu folder Midnda agent agvselal 1w text editor , Command line interface, Power Shell

Wudu Tinistalusunsudsnanluneundassdnass
nsailiansaudlaaeisnisdedu 1vinnas Kill process 909 agent Ineazfag kill process  run Uy port 8189 wag 50204

AU process id i run port 8189 Frefds
netstat -ano | findstr :8189
AU process id i run port 50204 frard

netstat -ano | findstr :50204



Administrator: Command Prompt

8189 1.9.6.0:0 LISTENING

: 8189 ::1:0 LISTENING

LISTENING 9312

Kill process 738 PID (column gnvine) 91nd7ee1a PID = 9321 frard

taskkill /F /PID $PID

/F /PID 9312

ss with PID 9312 has been terminated.




